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CVE CVE-2020-12644

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-08-31 15:15:00 UTC

Updated 2020-09-09 13:25:00 UTC

Description OX App Suite 7.10.3 and earlier allows SSRF, related to the mail account API and the /folder/list API.

Risk And Classification

Problem Types: CWE-918

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Open-xchange Open-xchange Appsuite All All All All

Reference Source

IBM X-Force Exchange https://exchange.xforce.ibmcloud.com/vulnerabilities/187116

OPEN-XCHANGE™ : The Collaboration and Integration Server Environment MISC

Full Disclosure: Open-Xchange Security Advisory 2020-08-20 MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD

4] H

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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