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Summary

CVE CVE-2020-12651

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-05-15 18:15:00 UTC

Updated 2021-09-08 17:22:00 UTC

Description SecureCRT before 8.7.2 allows remote attackers to execute arbitrary code via an Integer Overflow and a Buffer Overflow because a banner can trigger a line number to CSI functions that exceeds INT_MAX.

Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Iphone Os - All All All

Operating System Apple Iphone Os - All All All

Operating System Apple Macos - All All All

Operating System Apple Mac Os - All All All

Operating System Apple Mac Os - All All All

Operating System Linux Linux Kernel - All All All

Operating System Linux Linux Kernel - All All All

Operating System Microsoft Windows - All All All

Operating System Microsoft Windows - All All All

Application Vandyke Securecrt All All All All

Application Vandyke Securecrt All All All All

References

Reference

Security Advisories

Tavis Ormandy on Twitter: "Always enable postmortem debugging... I found this remote memory corruption vulnerability in SecureCRT by accidentally catting a binary ????… https://t.co/cbEZz2ADyC"

2033 - project-zero - Project Zero - Monorail
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www.vandyke.com/products/securecrt/history.txt

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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