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CVE CVE-2020-12667
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-05-19 13:15:00 UTC
Updated 2023-11-07 03:15:00 UTC
Description Knot Resolver before 5.1.1 allows traffic amplification via a crafted DNS answer from an attacker-controlled server, aka an'
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Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Nic Knot Resolver All All All All

Application Nic Knot Resolver All All All All

Reference Source Link

[SECURITY] Fedora 32 Update: knot-resolver-5.1.1-1.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
[SECURITY] Fedora 32 Update: knot-resolver-5.1.1-1.fc32 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
NXNSAttack MISC cyber-security-group.cs
NXNSAttack: upgrade resolvers to stop new kind of random subdomain attack | The CZ.NIC Staff Blog MISC en.blog.nic.cz

Knot Resolver 5.1.1 released — Knot Resolver CONFIRM  www.knot-resolver.cz
oss-security - [CVE-2020-12667] Knot Resolver 5.1.1 NXNSAttack mitigation MLIST www.openwall.com
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.
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https://cve.report/
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https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/76Y4FITMOH6RVPWAANGV7NB2ZHPJJGDQ/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/76Y4FITMOH6RVPWAANGV7NB2ZHPJJGDQ/
http://cyber-security-group.cs.tau.ac.il/#
https://en.blog.nic.cz/2020/05/19/nxnsattack-upgrade-resolvers-to-stop-new-kind-of-random-subdomain-attack/
https://www.knot-resolver.cz/2020-05-19-knot-resolver-5.1.1.html
http://www.openwall.com/lists/oss-security/2020/05/19/2
https://www.cve.org/CVERecord?id=CVE-2020-12667
https://nvd.nist.gov/vuln/detail/CVE-2020-12667
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