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Summary

CVE CVE-2020-12693

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-05-21 23:15:00 UTC

Updated 2023-11-07 03:15:00 UTC

Description Slurm 19.05.x before 19.05.7 and 20.02.x before 20.02.3, in the rare case where Message Aggregation is enabled, allows Authentication Bypass via an Alternate Path or Channel. A race condition allows a user to launch a process as an arbitrary user.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 10.0 All All All

Operating System Fedoraproject Fedora 31 All All All

Operating System Fedoraproject Fedora 32 All All All

Operating System Fedoraproject Fedora 31 All All All

Operating System Fedoraproject Fedora 32 All All All

Operating System Opensuse Leap 15.1 All All All

Operating System Opensuse Leap 15.2 All All All

Operating System Opensuse Leap 15.1 All All All

Operating System Opensuse Leap 15.2 All All All

Application Schedmd Slurm All All All All

Application Schedmd Slurm All All All All

References

Reference Source Link Tags

[SECURITY] Fedora 31 Update: slurm-19.05.7-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org Third Party Advisory

https://cve.report/
https://cve.report/CVE-2020-12693/mitre
https://cve.report/CVE-2020-12693/nist
https://cve.report/CVE-2020-12693/cve_org
https://cve.report/api/cve/CVE-2020-12693.json
https://cve.report/CVE-2020-12693.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/schedmd
http://cve.report/software/schedmd/slurm
http://cve.report/vendor/schedmd
http://cve.report/software/schedmd/slurm
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/KNL5E5SK4WP6M3DKU4IKW2NPQD2XTZ4Y/


News | SchedMD CONFIRM www.schedmd.com Vendor Advisory

[security-announce] openSUSE-SU-2020:1468-1: moderate: Security update f SUSE lists.opensuse.org Mailing List, Third Party Advisory

Debian -- Security Information -- DSA-4841-1 slurm-llnl DEBIAN www.debian.org Third Party Advisory

[SECURITY] Fedora 32 Update: slurm-19.05.7-1.fc32 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[security-announce] openSUSE-SU-2020:1421-1: moderate: Security update f SUSE lists.opensuse.org Mailing List, Third Party Advisory

[slurm-announce] Slurm versions 20.02.3 and 19.05.7 are now available (CVE-2020-12693) CONFIRM lists.schedmd.com Mailing List, Release Notes, Vendor Advisory

[SECURITY] Fedora 32 Update: slurm-19.05.7-1.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org Third Party Advisory

[SECURITY] [DLA 2886-1] slurm-llnl security update MLIST lists.debian.org

[SECURITY] Fedora 31 Update: slurm-19.05.7-1.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

174796 SUSE Enterprise Linux Security update for slurm_20_11 and pdsh (SUSE-SU-2021:0773-1)

179008 Debian Security Update for slurm-llnl (DLA 2886-1)

750587 OpenSUSE Security Update for slurm_18_08 (openSUSE-SU-2020:1969-1)
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