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Summary

CVE CVE-2020-12695

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-06-08 17:15:00 UTC

Updated 2023-11-07 03:15:00 UTC

Description The Open Connectivity Foundation UPnP specification before 2020-04-17 does not forbid the acceptance of a subscription request with a delivery URL on a different network segment than the fully qualified event-subscription URL, aka the CallStranger issue.

Risk And Classification

Problem Types: CWE-276

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Asus Rt-n11 - All All All

Hardware Asus Rt-n11 - All All All

Hardware Broadcom Adsl - All All All

Hardware Broadcom Adsl - All All All

Hardware Canon Selphy Cp1200 - All All All

Hardware Canon Selphy Cp1200 - All All All

Hardware Cisco Wap131 - All All All

Hardware Cisco Wap131 - All All All

Hardware Cisco Wap150 - All All All

Hardware Cisco Wap150 - All All All

Hardware Cisco Wap351 - All All All

Hardware Cisco Wap351 - All All All

Hardware D-link Dvg-n5412sp - All All All

Hardware D-link Dvg-n5412sp - All All All

Hardware Dell B1165nfw - All All All

Hardware Dell B1165nfw - All All All

Hardware Dlink Dvg-n5412sp - All All All
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Hardware Dlink Dvg-n5412sp - All All All

Hardware Epson Ep-101 - All All All

Hardware Epson Ep-101 - All All All

Hardware Epson Ew-m970a3t - All All All

Hardware Epson Ew-m970a3t - All All All

Hardware Epson M571t - All All All

Hardware Epson M571t - All All All

Hardware Epson Xp-100 - All All All

Hardware Epson Xp-100 - All All All

Hardware Epson Xp-2101 - All All All

Hardware Epson Xp-2101 - All All All

Hardware Epson Xp-2105 - All All All

Hardware Epson Xp-2105 - All All All

Hardware Epson Xp-241 - All All All

Hardware Epson Xp-241 - All All All

Hardware Epson Xp-320 - All All All

Hardware Epson Xp-320 - All All All

Hardware Epson Xp-330 - All All All

Hardware Epson Xp-330 - All All All

Hardware Epson Xp-340 - All All All

Hardware Epson Xp-340 - All All All

Hardware Epson Xp-4100 - All All All

Hardware Epson Xp-4100 - All All All

Hardware Epson Xp-4105 - All All All

Hardware Epson Xp-4105 - All All All

Hardware Epson Xp-440 - All All All

Hardware Epson Xp-440 - All All All

Hardware Epson Xp-620 - All All All

Hardware Epson Xp-620 - All All All

Hardware Epson Xp-630 - All All All

Hardware Epson Xp-630 - All All All

Hardware Epson Xp-702 - All All All

Hardware Epson Xp-702 - All All All

Hardware Epson Xp-8500 - All All All

Hardware Epson Xp-8500 - All All All

Hardware Epson Xp-8600 - All All All
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Hardware Epson Xp-8600 - All All All

Hardware Epson Xp-960 - All All All

Hardware Epson Xp-960 - All All All

Hardware Epson Xp-970 - All All All

Hardware Epson Xp-970 - All All All

Hardware Hp 5020 Z4a69a - All All All

Hardware Hp 5020 Z4a69a - All All All

Hardware Hp 5030 M2u92b - All All All

Hardware Hp 5030 M2u92b - All All All

Hardware Hp 5030 Z4a70a - All All All

Hardware Hp 5030 Z4a70a - All All All

Hardware Hp 5034 Z4a74a - All All All

Hardware Hp 5034 Z4a74a - All All All

Hardware Hp 5660 F8b04a - All All All

Hardware Hp 5660 F8b04a - All All All

Hardware Hp Deskjet Ink Advantage 3456 A9t84c - All All All

Hardware Hp Deskjet Ink Advantage 3456 A9t84c - All All All

Hardware Hp Deskjet Ink Advantage 3545 A9t81a - All All All
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References

Reference Source

Detecting the new CallStranger UPnP vulnerability with Zeek MISC

[SECURITY] [DLA 2315-1] gupnp security update MLIST

[SECURITY] Fedora 32 Update: hostapd-2.9-4.fc32 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 32 Update: gupnp-1.0.5-1.fc32 - package-announce - Fedora Mailing-Lists FEDORA

CallStranger CVE-2020-1269 MISC

[SECURITY] [DLA 2489-1] minidlna security update MLIST

oss-security - hostapd: UPnP SUBSCRIBE misbehavior in hostapd WPS AP MLIST

GitHub - yunuscadirci/CallStranger: Vulnerability checker for Callstranger (CVE-2020-12695) MISC

USN-4494-1: GUPnP vulnerability | Ubuntu security notices | Ubuntu UBUNTU

[SECURITY] Fedora 31 Update: gssdp-1.0.4-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA

CVE-2020-12695: CallStranger Vulnerability in Universal Plug and Play (UPnP) Puts Billions of Devices At Risk - Blog | Tenable® MISC

VU#339275 - Universal Plug and Play (UPnP) SUBSCRIBE can be abused to send traffic to arbitrary destinations MISC

[SECURITY] Fedora 32 Update: gupnp-1.0.5-1.fc32 - package-announce - Fedora Mailing-Lists

Debian -- Security Information -- DSA-4806-1 minidlna DEBIAN

[SECURITY] [DLA 2318-1] wpa security update MLIST

GitHub - corelight/callstranger-detector: Zeek Plugin that detects CallStranger (CVE-2020-12695) attempts (http://callstranger.com/) MISC

CallStranger UPnP Vulnerability Checker ≈ Packet Storm MISC

[SECURITY] Fedora 31 Update: gssdp-1.0.4-1.fc31 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 32 Update: hostapd-2.9-4.fc32 - package-announce - Fedora Mailing-Lists FEDORA

Debian -- Security Information -- DSA-4898-1 wpa DEBIAN

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159215 Oracle Enterprise Linux Security Update for gssdp and gupnp (ELSA-2021-1789)
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178562 Debian Security Update for wpa (DSA 4898-1)

239303 Red Hat Update for gssdp and gupnp (RHSA-2021:1789)

375223 EulerOS Security Update for wpa_supplicant (EulerOS-SA-2021-1372)

500249 Alpine Linux Security Update for hostapd

501073 Alpine Linux Security Update for minidlna

503999 Alpine Linux Security Update for hostapd

505063 Alpine Linux Security Update for minidlna

750683 OpenSUSE Security Update for hostapd (openSUSE-SU-2021:0519-1)

750684 OpenSUSE Security Update for minidlna (openSUSE-SU-2020:2194-1)

750685 OpenSUSE Security Update for minidlna (openSUSE-SU-2020:2160-1)

940075 AlmaLinux Security Update for gssdp and gupnp (ALSA-2021:1789)

960419 Rocky Linux Security Update for gssdp and gupnp (RLSA-2021:1789)
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