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Summary

CVE CVE-2020-12760

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-05-11 16:15:00 UTC

Updated 2020-05-13 17:42:00 UTC

Description An issue was discovered in OpenNMS Horizon before 26.0.1, and Meridian before 2018.1.19 and 2019 before 2019.1.7. The ActiveMQ channel configuration allowed for arbitrary deserialization of Java objects (aka ActiveMQ Minion payload deserialization), leading to remote code execution for any authenticated channel user regardless of its assigned permissions.

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Opennms Opennms Horizon All All All All

Application Opennms Opennms Horizon All All All All

Application Opennms Opennms Meridian All All All All

Application Opennms Opennms Meridian All All All All

References

Reference Source Link

OpenNMS Meridian 2019.1.6 (Europa) Released – The OpenNMS Group, Inc. MISC www.opennms.com

[NMS-12673] Authenticated RCE vulnerability via ActiveMQ Minion payload deserialization - The OpenNMS Issue Tracker MISC issues.opennms.org

OpenNMS Horizon 26.0.1 (Luchador) Released – The OpenNMS Group, Inc. MISC www.opennms.com

OpenNMS Meridian 2018.1.18 (Wildfire) Released – The OpenNMS Group, Inc. MISC www.opennms.com

Release OpenNMS Horizon 26.0.1 (Luchador) · OpenNMS/opennms · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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