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Summary

CVE CVE-2020-12768

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-05-09 21:15:00 UTC

Updated 2023-11-07 03:15:00 UTC

Description ** DISPUTED ** An issue was discovered in the Linux kernel before 5.6. svm_cpu_uninit in arch/x86/kvm/svm.c has a memory leak, aka CID-d80b64ff297e. NOTE: third parties dispute this issue because it's a one-time leak at the boot, the size is negligible, and it can't be triggered at will.

Risk And Classification

Problem Types: CWE-401

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 19.10 All All All

Operating System Canonical Ubuntu Linux 20.04 All All All

Operating System Debian Debian Linux 10.0 All All All

Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel All All All All

References

Reference Source Link Tags

USN-4412-1: Linux kernel vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com

Debian -- Security Information -- DSA-4699-1 linux DEBIAN www.debian.org

kernel/git/torvalds/linux.git - Linux kernel source tree CONFIRM git.kernel.org Mailing List, Patch, Vendor Advisory

USN-4411-1: Linux kernel vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com

cdn.kernel.org/pub/linux/kernel/v5.x/ChangeLog-5.6 CONFIRM cdn.kernel.org Mailing List, Patch, Vendor Advisory

Bug 1171736 – VUL-1: DISPUTED: CVE-2020-12768: kernel-source: memory leak in svm_cpu_init MISC bugzilla.suse.com

USN-4413-1: Linux kernel vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com
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https://cve.report/
https://cve.report/CVE-2020-12768/mitre
https://cve.report/CVE-2020-12768/nist
https://cve.report/CVE-2020-12768/cve_org
https://cve.report/CVE-2020-12768.pdf
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
https://usn.ubuntu.com/4412-1/
https://www.debian.org/security/2020/dsa-4699
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=d80b64ff297e40c2b6f7d7abc1b3eba70d22a068
https://usn.ubuntu.com/4411-1/
https://cdn.kernel.org/pub/linux/kernel/v5.x/ChangeLog-5.6
https://bugzilla.suse.com/show_bug.cgi?id=1171736#c3
https://usn.ubuntu.com/4413-1/
https://www.cve.org/CVERecord?id=CVE-2020-12768


NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

353139 Amazon Linux Security Advisory for kernel : ALAS2KERNEL-5.4-2022-012

377065 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX2-SA-2020:0113)

900076 CBL-Mariner Linux Security Update for kernel 5.4.91

903387 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (3508)

906166 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (3508-1)
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