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An issue was discovered in the Linux kernel through 5.6.11. sg_write lacks an sg_remove_request call in a certain failure c:
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Hardware

Operating System

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 19.10 All All All
Canonical Ubuntu Linux 20.04 All All All
Debian Debian Linux 10.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Fedoraproject Fedora 30 All All All
Fedoraproject Fedora 31 All All All
Fedoraproject Fedora 32 All All All
Fedoraproject Fedora 30 All All All
Fedoraproject Fedora 31 All All All
Fedoraproject Fedora 32 All All All
Linux Linux Kernel All All All All
Netapp A700s - All All All
Netapp A700s Firmware - All All All
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Application Netapp Active Ig Unified Manager - All All All
Operating System Netapp Bootstrap Os - All All All
Application Netapp Cloud Backup - All All All
Application Netapp Element Software - All All All
Hardware Netapp H300e - All All All
Operating System Netapp H300e Firmware - All All All
Hardware Netapp H300s - All All All
Operating System Netapp H300s Firmware - All All All
Hardware Netapp H410c - All All All
Operating System Netapp H410c Firmware - All All All
Hardware Netapp H410s - All All All
Operating System Netapp H410s Firmware - All All All
Hardware Netapp H500e - All All All
Operating System Netapp H500e Firmware - All All All
Hardware Netapp H500s - All All All
Operating System Netapp H500s Firmware - All All All
Hardware Netapp H610c - All All All
Operating System Netapp H610c Firmware - All All All
Hardware Netapp H610s - All All All
Operating System Netapp H610s Firmware - All All All
Hardware Netapp H615¢ - All All All
Operating System Netapp H615¢ Firmware - All All All
Hardware Netapp H700e - All All All
Operating System Netapp H700e Firmware - All All All
Hardware Netapp H700s - All All All
Operating System Netapp H700s Firmware - All All All
Hardware Netapp Hci Compute Node - All All All
Application Netapp Hci Management Node - All All All
Application Netapp Solidfire - All All All
Application Netapp Steelstore Cloud Integrated Storage - All All All
Reference Source Link Te
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[SECURII Y] Fedora 3U Update: kernel-5.6.13-100.1c30 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 30 Update: kernel-5.6.13-100.fc30 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 32 Update: kernel-5.6.12-300.fc32 - package-announce - Fedora Mailing-Lists
May 2020 Linux Kernel Vulnerabilities in NetApp Products | NetApp Product Security

Debian -- Security Information -- DSA-4699-1 linux

LKML: Wu Bo: [PATCH] scsi:sg: add sg_remove_request in sg_write

[SECURITY] Fedora 32 Update: kernel-5.6.12-300.fc32 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 31 Update: kernel-5.6.13-200.fc31 - package-announce - Fedora Mailing-Lists
[SECURITY] [DLA 2241-2] linux security update

USN-4411-1: Linux kernel vulnerabilities | Ubuntu security notices | Ubuntu

[SECURITY] [DLA 2242-1] linux-4.9 security update

USN-4413-1: Linux kernel vulnerabilities | Ubuntu security notices | Ubuntu

[SECURITY] Fedora 31 Update: kernel-5.6.13-200.fc31 - package-announce - Fedora Mailing-Lists
kernel/git/torvalds/linux.git - Linux kernel source tree

[SECURITY] [DLA 2241-1] linux security update

Debian -- Security Information -- DSA-4698-1 linux

USN-4414-1: Linux kernel vulnerabilities | Ubuntu security notices | Ubuntu
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No vendor comments have been submitted for this CVE.
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Legacy QID Mappings

159684 Oracle Enterprise Linux Security Update for kernel (ELSA-2020-4431)

352300 Amazon Linux Security Advisory for kernel: ALAC2012-2020-020

353139 Amazon Linux Security Advisory for kernel : ALAS2KERNEL-5.4-2022-012

390268 Oracle VM Server for x86 Security Update for kernel (OVMSA-2022-0026)

751160 OpenSUSE Security Update for the Linux Kernel (openSUSE-SU-2021:3179-1)

751163 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2021:3206-1)

751170 OpenSUSE Security Update for the Linux Kernel (openSUSE-SU-2021:3205-1)

751437 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2021:3876-1)

751441 OpenSUSE Security Update for the Linux Kernel (openSUSE-SU-2021:3876-1)

160123 Oracle Enterprise Linux Security Update for unbreakable enterprise kernel (ELSA-2022-9852)
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751473 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2021:3969-1)
751476 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2021:3972-1)
753441 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:14905-1)
900078 CBL-Mariner Linux Security Update for kernel 5.4.91

903564 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (3476)

905898 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (3476-1)

940256 AlmaLinux Security Update for kernel (ALSA-2020:4431)
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