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Summary

CVE CVE-2020-12802

State PUBLIC

Assigner security@documentfoundation.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-06-08 16:15:00 UTC

Updated 2023-12-31 14:15:00 UTC

Description LibreOffice has a 'stealth mode' in which only documents from locations deemed 'trusted' are allowed to retrieve remote resources. This mode is not the default mode, but can be enabled by users who want to disable LibreOffice's ability to include remote resources within a document. A flaw existed where remote graphic links loaded from docx documents were omitted from this protection prior to version 6.4.4. This issue affects: The Document Foundation LibreOffice versions prior to 6.4.4.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 31 All All All

Operating System Fedoraproject Fedora 31 All All All

Application Libreoffice Libreoffice All All All All

Application Libreoffice Libreoffice All All All All

Operating System Opensuse Leap 15.1 All All All

Operating System Opensuse Leap 15.2 All All All

Operating System Opensuse Leap 15.1 All All All

References

Reference Source Link Tags

[SECURITY] Fedora 31 Update: libreoffice-6.3.6.2-4.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org Mailing List, Third Party Advisory

[debian-lts-announce] 20231231 [SECURITY] [DLA 3703-1] libreoffice security update lists.debian.org

[SECURITY] Fedora 31 Update: libreoffice-6.3.6.2-4.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

CVE-2020-12802 | LibreOffice - Free Office Suite - Based on OpenOffice - Compatible with Microsoft MISC www.libreoffice.org Vendor Advisory

[security-announce] openSUSE-SU-2020:1261-1: moderate: Security update f SUSE lists.opensuse.org

[security-announce] openSUSE-SU-2020:1222-1: moderate: Security update f SUSE lists.opensuse.org Mailing List, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

502562 Alpine Linux Security Update for libreoffice

503697 Alpine Linux Security Update for libreoffice

6000415 Debian Security Update for libreoffice (DLA 3703-1)

940089 AlmaLinux Security Update for libreoffice (ALSA-2020:4628)

960262 Rocky Linux Security Update for libreoffice (RLSA-2020:4628)
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