CVE-2020-12835

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2020-12835
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-05-20 13:15:00 UTC
Updated 2021-07-21 11:39:00 UTC
Description An issue was discovered in SmartBear ReadyAPI SoapUl Pro 3.2.5. Due to unsafe use of an Java RMI based protocol in a

/ ]

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition
Application Smartbear Readyapi 325 All All
Application Smartbear Readyapi 3.2.5 All All

Language

All

All

1|

References

Reference

Full Disclosure: [SYSS-2019-039] Smartbear ReadyAPI/SoapUl Pro/jProductivity Licensing Unsafe Deserialization
www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2019-039.txt

Pentest Blog — Aktuelle Themen rund um die SySS und ihre Arbeit

Protection Licensing Toolkit ReadyAPI 3.2.5 Code Execution / Deserialization ~ Packet Storm

CVE Program record

NVD vulnerability detail

/ |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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