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CVE CVE-2020-13124
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-08-11 16:15:00 UTC
Updated 2020-08-13 16:58:00 UTC
Description SABnNzbd 2.3.9 and 3.0.0Alpha2 has a command injection vulnerability in the web configuration interface that permits an au

/ |
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Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Sabnzbd Sabnzbd 2.3.9 All All All
Application Sabnzbd Sabnzbd 3.0.0 alpha2 All All
Application Sabnzbd Sabnzbd 2.3.9 All All All
Application Sabnzbd Sabnzbd 3.0.0 alpha2 All All
References
Reference Source Link Tags
Commits - sabnzbd/sabnzbd - GitHub MISC github.com Patch, Third Party
SABnzbd - Downloads MISC sabnzbd.org  Product, Vendor A

Remote code execution via specially crafted settings - Advisory - sabnzbd/sabnzbd - GitHub ~ CONFIRM  github.com Patch, Third Party
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov  canonical, analysit
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

180784 Debian Security Update for sabnzbdplus (CVE-2020-13124)
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