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CVE CVE-2020-13226
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-05-20 12:15:00 UTC
Updated 2020-05-21 18:23:00 UTC
Description WSO2 APl Manager 3.0.0 does not properly restrict outbound network access from a Publisher node, opening up the possi
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Risk And Classification

Problem Types: CWE-918

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Wso2 Api Manager 3.0.0 All All All

Application Wso2 Api Manager 3.0.0 All All All

Reference Source
WSO2 Security Vulnerability Management Process - WSO2 Platform Security - WSO2 Documentation MISC

Add n/w level security guideline to to restrict outbound connections of Publisher node. - Issue #816 - wso2/docs-apim - GitHub ~ MISC

Deploy endpoint validation APl in API Gateway - Issue #7677 - wso2/product-apim - GitHub MISC
Security Advisories - WSO2 Platform Security - WSO2 Documentation MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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