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Summary

CVE CVE-2020-13230

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-05-20 14:15:00 UTC

Updated 2023-11-07 03:16:00 UTC

Description In Cacti before 1.2.11, disabling a user account does not immediately invalidate any permissions granted to that account (e.g., permission to view logs).

Risk And Classification

Problem Types: CWE-281

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cacti Cacti All All All All

Application Cacti Cacti All All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Fedoraproject Fedora 31 All All All

Operating System Fedoraproject Fedora 32 All All All

References

Reference Source Link Tags

[SECURITY] Fedora 32 Update: cacti-spine-1.2.12-1.fc32 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 31 Update: cacti-spine-1.2.12-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 31 Update: cacti-spine-1.2.12-1.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 32 Update: cacti-spine-1.2.12-1.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Improper Access Control on disabling a user. · Issue #3343 · Cacti/cacti · GitHub MISC github.com Exploit, Issue Tracking, Third Party Advisory

[SECURITY] [DLA 2965-1] cacti security update MLIST lists.debian.org

Release v1.2.11 · Cacti/cacti · GitHub MISC github.com Release Notes, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.
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