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CVE CVE-2020-13295
State PUBLIC
Assigner cve@gitlab.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-08-10 14:15:00 UTC
Updated 2020-08-12 15:16:00 UTC
Description For GitLab Runner before 13.0.12, 13.1.6, 13.2.3, by replacing dockerd with a malicious server, the Shared Runner is susct
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Risk And Classification

Problem Types: CWE-918

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gitlab Runner All All All All

Application Gitlab Runner All All All All

Reference Source
2020/CVE-2020-13295.json - master - GitLab.org / cves - GitLab CONFIF

SSRF into Shared Runner, by replacing dockerd with malicious server in Executor (#209096) - Issues - GitLab.org / GitLab - GitL,ab  MISC

HackerOne MISC
CVE Program record CVE.OF
NVD vulnerability detail NVD

/]

Vendor Comments And Credit

Discovery Credit

LEGACY: Thanks [@lucash-dev](https://hackerone.com/lucash-dev) for reporting this
vulnerability through our HackerOne bug bounty program

There are currently no legacy QID mappings associated with this CVE.
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