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Summary

CVE CVE-2020-13401

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-06-02 14:15:00 UTC

Updated 2023-11-07 03:16:00 UTC

Description An issue was discovered in Docker Engine before 19.03.11. An attacker in a container, with the CAP_NET_RAW capability, can craft IPv6 router advertisements, and consequently spoof external IPv6 hosts, obtain sensitive information, or cause a denial of service.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Broadcom Sannav - All All All

Operating System Debian Debian Linux 10.0 All All All

Application Docker Engine All All All All

Application Docker Engine All All All All

Operating System Fedoraproject Fedora 31 All All All

Operating System Fedoraproject Fedora 32 All All All

References

Reference Source Link

Debian -- Security Information -- DSA-4716-1 docker.io DEBIAN www.debian.org

Release 19.03.11 · docker/docker-ce · GitHub CONFIRM github.com

[SECURITY] Fedora 32 Update: moby-engine-19.03.11-1.ce.git42e35e6.fc32 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 31 Update: moby-engine-19.03.11-1.ce.git42e35e6.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[security-announce] openSUSE-SU-2020:0846-1: moderate: Security update f SUSE lists.opensuse.org

oss-security - Kubernetes: IPv4 only clusters susceptible to MitM attacks via IPv6 rogue router advertisements MISC www.openwall.com

Docker: Information disclosure (GLSA 202008-15) — Gentoo security GENTOO security.gentoo.org

Docker Engine release notes | Docker Documentation MISC docs.docker.com
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[SECURITY] Fedora 32 Update: moby-engine-19.03.11-1.ce.git42e35e6.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

CVE-2020-13401 Docker Vulnerability in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

[SECURITY] Fedora 31 Update: moby-engine-19.03.11-1.ce.git42e35e6.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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353056 Amazon Linux Security Advisory for docker : ALAS2NITRO-ENCLAVES-2021-002

353069 Amazon Linux Security Advisory for docker : ALAS2DOCKER-2021-002

500867 Alpine Linux Security Update for docker

504671 Alpine Linux Security Update for docker

6140128 AWS Bottlerocket Security Update for Docker (GHSA-67fp-jghp-c759)
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