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Summary

CVE CVE-2020-13430

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-05-24 18:15:00 UTC

Updated 2023-02-28 15:15:00 UTC

Description Grafana before 7.0.0 allows tag value XSS via the OpenTSDB datasource.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Grafana Grafana All All All All

Application Grafana Grafana All All All All

References

Reference Source Link

CVE-2020-13430 Grafana Vulnerability in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

Release v7.0.0 · grafana/grafana · GitHub MISC github.com

Security: Tag value sanitization fix in OpenTSDB data source by rotemreiss · Pull Request #24539 · grafana/grafana · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

376934 Alibaba Cloud Linux Security Update for grafana (ALINUX3-SA-2021:0073)

940011 AlmaLinux Security Update for grafana (ALSA-2020:4682)

997067 GO (Go) Security Update for github.com/grafana/grafana (GHSA-7m2x-qhrq-rp8h)
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