CVE-2020-13432

MITRE NVD CVE.ORG JSON API Print: PDF 1)

/

CVE CVE-2020-13432
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-06-08 18:15:00 UTC
Updated 2021-04-06 13:15:00 UTC
Description rejetto HFS (aka HTTP File Server) v2.3m Build #300, when virtual files or folders are used, allows remote attackers to trigc

| 1|

Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Rejetto Http File Server 2.3m All All All
Application Rejetto Http File Server 2.3m All All All

References

Reference Source Link

Full Disclosure: Trojan.Win32.Sharer.h / Known Vulnerable Component - Heap Corruption FULLDISC seclists.org

HFS - Http File Server MISC www.rejetto.com
HFS Http File Server 2.3m Build 300 Buffer Overflow =~ Packet Storm MISC packetstormsecurity.c
HFS Http File Server 2.3m Build 300 Buffer Overflow =~ Packet Storm MISC packetstormsecurity.c
Full Disclosure: CVE-2020-13432 - HFS HTTP File Server / Remote Buffer Overflow DoS FULLDISC seclists.org
hyp3rlinx.altervista.org/advisories/HFS-HTTP-FILE-SERVER-v2.3-REMOTE-BUFFER-OVERFLOW-D... MISC hyp3rlinx.altervista.or
limit URL parameters to 1000 characters - rejetto/hfs2@b8ebfc4 - GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

| S

No vendor comments have been submitted for this CVE.
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https://packetstormsecurity.com/files/157980/HFS-Http-File-Server-2.3m-Build-300-Buffer-Overflow.html
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There are currently no legacy QID mappings associated with this CVE.
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