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An out-of-bounds memory corruption vulnerability exists in the way Pixar OpenUSD 20.05 uses SPECS data from binary U:

| 1|

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Operating System

Vendor Product Version Update Edition Language
Apple Macos All All All All
Apple Mac Os X All All All All
Apple Mac Os X 10.14.6 security_update_2019-001 All All
Apple Mac Os X 10.14.6 security_update_2019-002 All All
Apple Mac Os X 10.14.6 security_update_2019-004 All All
Apple Mac Os X 10.14.6 security_update_2019-005 All All
Apple Mac Os X 10.14.6 security_update_2019-006 All All
Apple Mac Os X 10.14.6 security_update_2019-007 All All
Apple Mac Os X 10.14.6 security_update_2020-001 All All
Apple Mac Os X 10.14.6 security_update_2020-002 All All
Apple Mac Os X 10.14.6 security_update_2020-003 All All
Apple Mac Os X 10.14.6 security_update_2020-004 All All
Apple Mac Os X 10.14.6 security_update_2020-005 All All
Apple Mac Os X 10.14.6 security_update_2020-006 All All
Apple Mac Os X 10.14.6 supplemental_update All All
Apple Mac Os X 10.14.6 supplemental_update_2 All All
Apple Mac Os X 10.15.7 security update 2020-001 All All
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Application Pixar Openusd 20.05 Al All All

Application Pixar Openusd 20.05 All All All
Reference 5

About the security content of macOS Big Sur 11.1, Security Update 2020-001 Catalina, Security Update 2020-007 Mojave - Apple Support ¢
Full Disclosure: APPLE-SA-2020-12-14-3 macOS Big Sur 11.1, Security Update 2020-001 Catalina, Security Update 2020-007 Mojave |
TALOS-2020-1125 || Cisco Talos Intelligence Group - Comprehensive Threat Intelligence |
Full Disclosure: APPLE-SA-2020-12-14-4 Additional information for APPLE-SA-2020-11-13-1 macOS Big Sur 11.0.1 |
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NVD vulnerability detail |
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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