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An information disclosure vulnerability exists in the Web Manager and telnet CLI functionality of Lantronix XPort EDGE 3.0.
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Risk And Classification

Problem Types: CWE-319

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Hardware
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Edition Language
Lantronix Xport Edge - All All All
Lantronix Xport Edge - All All All
Lantronix Xport Edge Firmware 3.0.0.0 ri1 All All
Lantronix Xport Edge Firmware 3.1.0.0 r9 All All
Lantronix Xport Edge Firmware 3.4.0.0 ri2 All All
Lantronix Xport Edge Firmware 4.2.0.0 r7 All All
Lantronix Xport Edge Firmware 3.0.0.0 ri1 All All
Lantronix Xport Edge Firmware 3.1.0.0 r9 All All
Lantronix Xport Edge Firmware 3.4.0.0 ri2 All All
Lantronix Xport Edge Firmware 4.2.0.0 r7 All All
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TALOS-2020-1136 || Cisco Talos Intelligence Group - Comprehensive Threat Intelligence  MISC talosintelligence.com  Third Party A
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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