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Summary

CVE CVE-2020-13667

State PUBLIC

Assigner security@drupal.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-05-17 17:15:00 UTC

Updated 2021-06-01 19:52:00 UTC

Description Access bypass vulnerability in of Drupal Core Workspaces allows an attacker to access data without correct permissions. The Workspaces module doesn't sufficiently check access permissions when switching workspaces, leading to an access bypass vulnerability. An attacker might be able to see content before the site owner intends people to see the content. This vulnerability is mitigated by the fact that sites are only vulnerable if they have installed the experimental Workspaces module. This issue affects Drupal Core8.8.X versions prior to 8.8.10; 8.9.X versions prior to 8.9.6; 9.0.X versions prior to 9.0.6.

Risk And Classification

Problem Types: CWE-276

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Drupal Drupal All All All All

References

Reference Source Link Tags

Drupal core - Moderately critical - Access bypass - SA-CORE-2020-008 | Drupal.org CONFIRM www.drupal.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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