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Summary

CVE CVE-2020-13672

State PUBLIC

Assigner security@drupal.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-11 16:15:00 UTC

Updated 2022-04-12 16:52:00 UTC

Description Cross-site Scripting (XSS) vulnerability in Drupal core's sanitization API fails to properly filter cross-site scripting under certain circumstances. This issue affects: Drupal Core 9.1.x versions prior to 9.1.7; 9.0.x versions prior to 9.0.12; 8.9.x versions prior to 8.9.14; 7.x versions prior to 7.80.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Drupal Drupal All All All All

References

Reference Source Link Tags

Drupal core - Critical - Cross-site scripting - SA-CORE-2021-002 | Drupal.org CONFIRM www.drupal.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

281914 Fedora Security Update for drupal7 (FEDORA-2021-8093e197f4)

501542 Alpine Linux Security Update for drupal7

504705 Alpine Linux Security Update for drupal7

690111 Free Berkeley Software Distribution (FreeBSD) Security Update for drupal7 (f70ab05e-be06-11eb-b983-000c294bb613)
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