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PostgreSQL JDBC Driver (aka PgJDBC) before 42.2.13 allows XXE.

Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Application
Application
Application
Application

Application

References

Vendor Product Version Update Edition Language
Debian Debian Linux 10.0 All All All
Debian Debian Linux 11.0 All All All
Fedoraproject Fedora 32 All All All
Fedoraproject Fedora 32 All All All
Netapp Steelstore Cloud Integrated Storage - All All All
Netapp Steelstore Cloud Integrated Storage - All All All
Postgresql Postgresql Jdbc Driver All All All All
Postgresql Postgresql Jdbc Driver All All All All
Quarkus Quarkus All All All All

Reference
Pony Mail!
Pony Mail!
Pony Mail!
Pony Mail!

Pony Mail!

DAawnis MALTT

Source Link
MLIST lists.apache.org

lists.apache.org

MLIST lists.apache.org
MLIST lists.apache.org
MLIST lists.apache.org

LAata AnmAaAkhA AvA


https://cve.report/
https://cve.report/CVE-2020-13692/mitre
https://cve.report/CVE-2020-13692/nist
https://cve.report/CVE-2020-13692/cve_org
https://cve.report/CVE-2020-13692.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/netapp
http://cve.report/software/netapp/steelstore_cloud_integrated_storage
http://cve.report/vendor/netapp
http://cve.report/software/netapp/steelstore_cloud_integrated_storage
http://cve.report/vendor/postgresql
http://cve.report/software/postgresql/postgresql_jdbc_driver
http://cve.report/vendor/postgresql
http://cve.report/software/postgresql/postgresql_jdbc_driver
http://cve.report/vendor/quarkus
http://cve.report/software/quarkus/quarkus
https://lists.apache.org/thread.html/r01ae1b3d981cf2e563e9b5b0a6ea54fb3cac8e9a0512ee5269e3420e@%253Ccommits.camel.apache.org%253E
https://lists.apache.org/thread.html/r1aae77706aab7d89b4fe19be468fc3c73e9cc84ff79cc2c3bd07c05a%2540%253Ccommits.camel.apache.org%253E
https://lists.apache.org/thread.html/r0478a1aa9ae0dbd79d8f7b38d0d93fa933ac232e2b430b6f31a103c0@%253Ccommits.camel.apache.org%253E
https://lists.apache.org/thread.html/rb89f92aba44f524d5c270e0c44ca7aec4704691c37fe106cf73ec977@%253Cnotifications.netbeans.apache.org%253E
https://lists.apache.org/thread.html/r4bdea189c9991aae7a929d28f575ec46e49ed3d68fa5235825f38a4f@%253Cnotifications.netbeans.apache.org%253E

No vendor comments have been submitted for this CVE.
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Debian -- Security Information -- DSA-5196-1 libpgjava DEBIAN www.debian.org
Pony Mail! lists.apache.org
PostgreSQL JDBC Changelog CONFIRM jdbc.postgresqgl.org
Pony Mail! MLIST lists.apache.org
Merge pull request from GHSA-37xm-4h3m-5w3v - pgjdbc/pgjdbc@14b62ac - GitHub CONFIRM github.com

Pony Mail! lists.apache.org
[SECURITY] Fedora 32 Update: postgresql-jdbc-42.2.12-2.fc32 - package-announce - Fedora Mailing-Lists lists.fedoraproject.c
Pony Mail! lists.apache.org
Pony Mail! lists.apache.org
[SECURITY] Fedora 32 Update: postgresql-jdbc-42.2.12-2.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.c
Pony Mail! MLIST lists.apache.org
Pony Mail! MLIST lists.apache.org
Pony Mail! MLIST lists.apache.org
Pony Mail! lists.apache.org
Pony Mail! MLIST lists.apache.org
Pony Mail! lists.apache.org
Pony Mail! lists.apache.org
CVE-2020-13692 PostgreSQL Vulnerability in NetApp Products | NetApp Product Security CONFIRM  security.netapp.cor
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Legacy QID Mappings

180905 Debian Security Update for libpgjava (DSA 5196-1)

352802 Amazon Linux Security Advisory for postgresql-jdbc: ALAS-2021-1533

352826 Amazon Linux Security Advisory for postgresql-jdbc: AL2012-2021-350

375584 Dell NetWorker Security Update for Multiple Vulnerabilities (DSA-2020-262)

375674 F5 BIG-IP ASM,LTM,APM BIG-IP PostgreSQL Vulnerability (K23157312)

377092 Alibaba Cloud Linux Security Update for postgresql-jdbc (ALINUX3-SA-2022:0069)

377212 Alibaba Cloud Linux Security Update for postgresql-jdbc (ALINUX2-SA-2020:0110)

502309 Alpine Linux Security Update for java-postgresql-jdbc

502489 Alpine Linux Security Update for java-postgresql-jdbc


https://lists.apache.org/thread.html/r7f6d019839df17646ffd0046a99146cacf40492a6c92078f65fd32e0%2540%253Ccommits.camel.apache.org%253E
https://www.debian.org/security/2022/dsa-5196
https://lists.apache.org/thread.html/rb89f92aba44f524d5c270e0c44ca7aec4704691c37fe106cf73ec977%2540%253Cnotifications.netbeans.apache.org%253E
https://jdbc.postgresql.org/documentation/changelog.html#version_42.2.13
https://lists.apache.org/thread.html/r00bcc6b2da972e0d6332a4ebc7807e17305d8b8e7fb2ae63d2a3cbfb@%253Ccommits.camel.apache.org%253E
https://github.com/pgjdbc/pgjdbc/commit/14b62aca4764d496813f55a43d050b017e01eb65
https://lists.apache.org/thread.html/r631f967db6260d6178740a3314a35d9421facd8212e62320275fa78e%2540%253Ccommits.camel.apache.org%253E
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/DCCAPM6FSNOC272DLSNQ6YHXS3OMHGJC/
https://lists.apache.org/thread.html/r00bcc6b2da972e0d6332a4ebc7807e17305d8b8e7fb2ae63d2a3cbfb%2540%253Ccommits.camel.apache.org%253E
https://lists.apache.org/thread.html/rfe363bf3a46d440ad57fd05c0e313025c7218364bbdc5fd8622ea7ae%2540%253Ccommits.camel.apache.org%253E
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/DCCAPM6FSNOC272DLSNQ6YHXS3OMHGJC/
https://lists.apache.org/thread.html/r631f967db6260d6178740a3314a35d9421facd8212e62320275fa78e@%253Ccommits.camel.apache.org%253E
https://lists.apache.org/thread.html/rfe363bf3a46d440ad57fd05c0e313025c7218364bbdc5fd8622ea7ae@%253Ccommits.camel.apache.org%253E
https://lists.apache.org/thread.html/r1aae77706aab7d89b4fe19be468fc3c73e9cc84ff79cc2c3bd07c05a@%253Ccommits.camel.apache.org%253E
https://lists.apache.org/thread.html/r0478a1aa9ae0dbd79d8f7b38d0d93fa933ac232e2b430b6f31a103c0%2540%253Ccommits.camel.apache.org%253E
https://lists.apache.org/thread.html/r7f6d019839df17646ffd0046a99146cacf40492a6c92078f65fd32e0@%253Ccommits.camel.apache.org%253E
https://lists.apache.org/thread.html/r01ae1b3d981cf2e563e9b5b0a6ea54fb3cac8e9a0512ee5269e3420e%2540%253Ccommits.camel.apache.org%253E
https://lists.apache.org/thread.html/r4bdea189c9991aae7a929d28f575ec46e49ed3d68fa5235825f38a4f%2540%253Cnotifications.netbeans.apache.org%253E
https://security.netapp.com/advisory/ntap-20200619-0005/
https://www.cve.org/CVERecord?id=CVE-2020-13692
https://nvd.nist.gov/vuln/detail/CVE-2020-13692
http://cve.report/qid/180905
http://cve.report/qid/352802
http://cve.report/qid/352826
http://cve.report/qid/375584
http://cve.report/qid/375674
http://cve.report/qid/377092
http://cve.report/qid/377212
http://cve.report/qid/502309
http://cve.report/qid/502489

504955 Alpine Linux Security Update for java-postgresql-jdbc
940050 AlmaLinux Security Update for postgresql-jdbc (ALSA-2020:3176)

960264 Rocky Linux Security Update for postgresql-jdbc (RLSA-2020:3176)
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