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CVE CVE-2020-13882
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-06-18 18:15:00 UTC
Updated 2023-11-07 03:16:00 UTC
Description CISOfy Lynis before 3.0.0 has Incorrect Access Control because of a TOCTOU race condition. The routine to check the log
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Risk And Classification

Problem Types: CWE-367

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Cisofy Lynis All All All All
Application Cisofy Lynis All All All All
Operating System Fedoraproject Fedora 31 All All All
Operating System Fedoraproject Fedora 32 All All All
References
Reference Source Link Tags

[SECURITY] Fedora 31 Update: lynis-3.0.0-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

CWE - CWE-367: Time-of-check Time-of-use (TOCTOU) Race Condition (4.3) MISC cwe.mitre.org

[SECURITY] Fedora 31 Update: lynis-3.0.0-1.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
[SECURITY] Fedora 32 Update: lynis-3.0.0-1.fc32 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Common Vulnerabilities and Exposures (CVE) - CVE-2020-13882 - CISOfy CONFIRM cisofy.com Vendor

[SECURITY] Fedora 32 Update: lynis-3.0.0-1.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
CVE Program record CVE.ORG www.cve.org canonic

NVD vulnerability detail NVD nvd.nist.gov canonic

/

No vendor comments have been submitted for this CVE.
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Legacy QID Mappings

357106 Amazon Linux Security Advisory for lynis : ALAS2LYNIS-2023-001
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