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Summary

CVE CVE-2020-13920

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-09-10 19:15:00 UTC

Updated 2023-11-20 22:15:00 UTC

Description Apache ActiveMQ uses LocateRegistry.createRegistry() to create the JMX RMI registry and binds the server to the "jmxrmi" entry. It is possible to connect to the registry without authentication and call the rebind method to rebind jmxrmi to something else. If an attacker creates another server to proxy the original, and bound that, he effectively becomes a man in the middle and is able to intercept the credentials when an user connects. Upgrade to Apache ActiveMQ 5.15.12.

Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Activemq All All All All

Application Apache Activemq All All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Oracle Communications Diameter Signaling Router All All All All

Application Oracle Flexcube Private Banking 12.0.0 All All All

Application Oracle Flexcube Private Banking 12.1.0 All All All

Application Oracle Flexcube Private Banking 12.0.0 All All All

Application Oracle Flexcube Private Banking 12.1.0 All All All

References

Reference Source Link Tags

Pony Mail! lists.apache.org

Oracle Critical Patch Update Advisory - October 2020 MISC www.oracle.com Third Party Advisory

[activemq-commits] 20210208 [activemq-website] branch master updated: Publish CVE-2020-13947 lists.apache.org

Pony Mail! MLIST lists.apache.org Mailing List, Patch, Vendor Advisory

Pony Mail! MLIST lists.apache.org Mailing List, Patch, Vendor Advisory
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activemq.apache.org/security-advisories.data/CVE-2020-13920-announcement.txt MISC activemq.apache.org Vendor Advisory

[debian-lts-announce] 20231120 [SECURITY] [DLA 3657-1] activemq security update lists.debian.org

[SECURITY] [DLA 2400-1] activemq security update MLIST lists.debian.org Mailing List, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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6000335 Debian Security Update for activemq (DLA 3657-1)

690023 Free Berkeley Software Distribution (FreeBSD) Security Update for nexus2-oss (730e922f-20e7-11ec-a574-080027eedc6a)
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