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Summary

CVE CVE-2020-13927

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-11-10 16:15:00 UTC

Updated 2023-09-19 18:15:00 UTC

Description The previous default setting for Airflow's Experimental API was to allow all API requests without authentication, but this poses security risks to users who miss this fact. From Airflow 1.10.11 the default has been changed to deny all requests by default and is documented at https://airflow.apache.org/docs/1.10.11/security.html#api-authentication. Note this change fixes it for new installs but existing users need to change their config to default `[api]auth_backend = airflow.api.auth.backend.deny_all` as mentioned in the Updating Guide: https://github.com/apache/airflow/blob/1.10.11/UPDATING.md#experimental-api-will-deny-all-request-by-default

Risk And Classification

EPSS: 0.941040000 probability, percentile 0.999070000 (date 2026-04-01)

CISA KEV: Listed on 2022-01-18; due 2022-07-18; ransomware use Unknown

Problem Types: CWE-1188

CISA Known Exploited Vulnerability

Vendor Apache

Product Airflow's Experimental API

Name Apache Airflow's Experimental API Authentication Bypass

Required Action Apply updates per vendor instructions.

Notes https://nvd.nist.gov/vuln/detail/CVE-2020-13927

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Airflow All All All All

Application Apache Airflow All All All All

References

Reference Source Link Tags

Apache Airflow 1.10.10 Remote Code Execution ≈ Packet Storm MISC packetstormsecurity.com

Pony Mail! MISC lists.apache.org Vendor Advisory

Apache Airflow 1.10.10 Remote Code Execution ≈ Packet Storm MISC packetstormsecurity.com

https://cve.report/
https://cve.report/CVE-2020-13927/mitre
https://cve.report/CVE-2020-13927/nist
https://cve.report/CVE-2020-13927/cve_org
https://cve.report/CVE-2020-13927.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/airflow
http://cve.report/vendor/apache
http://cve.report/software/apache/airflow
http://packetstormsecurity.com/files/162908/Apache-Airflow-1.10.10-Remote-Code-Execution.html
https://lists.apache.org/thread.html/r23a81b247aa346ff193670be565b2b8ea4b17ddbc7a35fc099c1aadd%2540%253Cdev.airflow.apache.org%253E
http://packetstormsecurity.com/files/174764/Apache-Airflow-1.10.10-Remote-Code-Execution.html


CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

CISA Known Exploited Vulnerabilities catalog CISA www.cisa.gov kev

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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377697 FortiAnalyzer - Multiple Vulnerabilities in Apache Airflow (FG-IR-22-008)

43935 FortiAnalyzer - Multiple vulnerabilities in Apache Airflow (FG-IR-22-008)

982367 Python (pip) Security Update for apache-airflow (GHSA-hhx9-p69v-cx2j)
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