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An h2c direct connection to Apache Tomcat 10.0.0-M1 to 10.0.0-M6, 9.0.0.M5 to 9.0.36 and 8.5.1 to 8.5.56 did not release

Risk And Classification
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Problem Types: CWE-476 | CWE-401
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Application Apache Tomcat 9.0.0 milestone27  All All
Application Apache Tomcat 9.0.0 milestone5 All All
Application Apache Tomcat 9.0.0 milestone6 All All
Application Apache Tomcat 9.0.0 milestone7 All All
Application Apache Tomcat 9.0.0 milestone8 All All
Application Apache Tomcat 9.0.0 milestone9 All All
Application Apache Tomcat All All All All
Application Apache Tomcat All All All All
Operating System Canonical  Ubuntu Linux 20.04 All All All
Operating System Debian Debian Linux 10.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Application Netapp Oncommand System Manager All All All All
Operating System Opensuse  Leap 15.1 All All All
Operating System Opensuse  Leap 15.2 All All All
Application Oracle Agile Engineering Data Management 6.2.1.0 All All All
Application Oracle Agile PIm 9.3.3 All All All
Application Oracle Agile PIm 9.3.5 All All All
Application Oracle Agile PIm 9.3.6 All All All
Application Oracle Communications Instant Messaging Server 10.0.1.5.0 All All All
Application Oracle Fmw Platform 12.2.1.3.0 Al All All
Application Oracle Fmw Platform 12.2.1.4.0 Al All All
Application Oracle Instantis Enterprisetrack 17.1 All All All
Application Oracle Instantis Enterprisetrack 17.2 All All All
Application Oracle Instantis Enterprisetrack 17.3 All All All
Application Oracle Managed File Transfer 12.2.1.3.0 Al All All
Application Oracle Managed File Transfer 12.2.1.4.0 Al All All
Application Oracle Mysql Enterprise Monitor All All All All
Application Oracle Siebel Ui Framework All All All All
Application Oracle Workload Manager 12.2.0.1 All All All
Application Oracle Workload Manager 18c All All All
Application Oracle Workload Manager 19¢c All All All
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USN-4596-1: Tomcat vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU  usn.ubuntu.com
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http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/netapp
http://cve.report/software/netapp/oncommand_system_manager
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/oracle
http://cve.report/software/oracle/agile_engineering_data_management
http://cve.report/vendor/oracle
http://cve.report/software/oracle/agile_plm
http://cve.report/vendor/oracle
http://cve.report/software/oracle/agile_plm
http://cve.report/vendor/oracle
http://cve.report/software/oracle/agile_plm
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_instant_messaging_server
http://cve.report/vendor/oracle
http://cve.report/software/oracle/fmw_platform
http://cve.report/vendor/oracle
http://cve.report/software/oracle/fmw_platform
http://cve.report/vendor/oracle
http://cve.report/software/oracle/instantis_enterprisetrack
http://cve.report/vendor/oracle
http://cve.report/software/oracle/instantis_enterprisetrack
http://cve.report/vendor/oracle
http://cve.report/software/oracle/instantis_enterprisetrack
http://cve.report/vendor/oracle
http://cve.report/software/oracle/managed_file_transfer
http://cve.report/vendor/oracle
http://cve.report/software/oracle/managed_file_transfer
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql_enterprise_monitor
http://cve.report/vendor/oracle
http://cve.report/software/oracle/siebel_ui_framework
http://cve.report/vendor/oracle
http://cve.report/software/oracle/workload_manager
http://cve.report/vendor/oracle
http://cve.report/software/oracle/workload_manager
http://cve.report/vendor/oracle
http://cve.report/software/oracle/workload_manager
https://usn.ubuntu.com/4596-1/
https://lists.apache.org/thread.html/r61f411cf82488d6ec213063fc15feeeb88e31b0ca9c29652ee4f962e%2540%253Cannounce.tomcat.apache.org%253E
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Debian -- Security Information -- DSA-4727-1 tomcat9
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

296072 Oracle Solaris 11.4 Support Repository Update (SRU) 25.75.3 Missing (CPUJUL2020)

690453 Free Berkeley Software Distribution (FreeBSD) Security Update for apache tomcat (6a72eff7-ccd6-11ea-9172-4¢72b94353b5)
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