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Summary

CVE CVE-2020-13944

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-09-17 14:15:00 UTC

Updated 2023-11-07 03:17:00 UTC

Description In Apache Airflow < 1.10.12, the "origin" parameter passed to some of the endpoints like '/trigger' was vulnerable to XSS exploit.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Airflow All All All All

Application Apache Airflow All All All All

References

Reference Source
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[announce] 20210501 Apache Airflow CVE: CVE-2021-28359: Apache Airflow Reflected XSS via Origin Query Argument in URL
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oss-security - CVE-2021-28359: Apache Airflow Reflected XSS via Origin Query Argument in URL MLIST

Pony Mail! MLIST

Pony Mail! MLIST

Pony Mail!

oss-security - CVE-2020-17515: Apache Airflow Reflected XSS via Origin Parameter MLIST

Pony Mail! MISC

Pony Mail!
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[airflow-users] 20210501 CVE-2021-28359: Apache Airflow Reflected XSS via Origin Query Argument in URL

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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