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Summary

CVE CVE-2020-13954

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-11-12 13:15:00 UTC

Updated 2023-11-07 03:17:00 UTC

Description By default, Apache CXF creates a /services page containing a listing of the available endpoint names and addresses. This webpage is vulnerable to a reflected Cross-Site Scripting (XSS) attack via the styleSheetPath, which allows a malicious actor to inject javascript into the web page. This vulnerability affects all versions of Apache CXF prior to 3.4.1 and 3.3.8. Please note that this is a separate issue to CVE-2019-17573.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Cxf All All All All

Application Apache Cxf All All All All

Application Netapp Snap Creator Framework - All All All

Application Netapp Vasa Provider For Clustered Data Ontap All All All All

Application Oracle Business Intelligence 12.2.1.3.0 All All All

Application Oracle Business Intelligence 12.2.1.4.0 All All All

Application Oracle Business Intelligence 5.5.0.0.0 All All All

Application Oracle Business Intelligence 5.9.0.0.0 All All All

Operating System Oracle Communications Messaging Server 8.0.2 All All All

Operating System Oracle Communications Messaging Server 8.1 All All All

Application Oracle Retail Order Broker Cloud Service 15.0 All All All

References

Reference

[cxf-commits] 20210402 svn commit: r1073270 - in /websites/production/cxf/content: cache/main.pageCache security-advisories.data/CVE-2021-22696.txt.asc security-advisories.html
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[cxf-commits] 20210616 svn commit: r1075801 - in /websites/production/cxf/content: cache/main.pageCache index.html security-advisories.data/CVE-2021-30468.txt.asc security-advisories.html
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Vendor Comments And Credit

Discovery Credit

LEGACY: Thanks to Ryan Lambeth for reporting this issue.

Legacy QID Mappings
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