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Summary

CVE CVE-2020-13960

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-06-08 20:15:00 UTC

Updated 2021-04-23 15:15:00 UTC

Description D-Link DSL 2730-U IN_1.10 and IN_1.11 and DIR-600M 3.04 devices have the domain.name string in the DNS resolver search path by default, which allows remote attackers to provide valid DNS responses (and also offer Internet services such as HTTP) for names that otherwise would have had an NXDOMAIN error, by registering a subdomain of the domain.name domain name.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Dlink Dir-600m - All All All

Hardware Dlink Dir-600m - All All All

Operating System Dlink Dir-600m Firmware 3.04 All All All

Operating System Dlink Dir-600m Firmware 3.04 All All All

Hardware Dlink Dsl-2730u - All All All

Hardware Dlink Dsl-2730u - All All All

Operating System Dlink Dsl-2730u Firmware in_1.10 All All All

Operating System Dlink Dsl-2730u Firmware in_1.10 All All All

References

Reference Source Link Tags

Who is hijacking my NXDOMAINs · Hari Govind MISC harigovind.org Exploit, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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