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CVE Program / NVD first with legacy fallback
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Nagios 4.4.5 allows an attacker, who already has administrative access to change the "URL for JSON CGls" configuration ¢

Risk And Classification

1|

Problem Types: CWE-829

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Application

Application

Vendor
Fedoraproject
Fedoraproject
Fedoraproject
Nagios

Nagios

Product
Fedora
Fedora
Fedora
Nagios

Nagios

Version

32

445

4.4.5

Update
All
All
All
All

All

Edition Language
All All
All All
All All
All All
All All

References

Reference

Nagios Core 4.x Version History - Nagios

GitHub - sawolf/nagioscore at url-injection-fix

Nagios Core 4.4.5 — URL Injection (CVE-2020-13977)

[SECURITY] Fedora 34 Update: nagios-4.4.6-4.fc34 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 33 Update: nagios-4.4.6-3.fc33 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 32 Update: nagios-4.4.6-3.fc32 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 33 Update: nagios-4.4.6-3.fc33 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 32 Update: nagios-4.4.6-3.fc32 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 34 Update: nagios-4.4.6-4.fc34 - package-announce - Fedora Mailing-Lists

Source

FEDORA

MISC

MISC

MISC

FEDORA

FEDORA

Link
lists.fedoraproject.org
lists.fedoraproject.org
lists.fedoraproject.org
Www.nagios.org
lists.fedoraproject.org
github.com

anhtai.me
lists.fedoraproject.org

lists.fedoraproject.org
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https://cve.report/
https://cve.report/CVE-2020-13977/mitre
https://cve.report/CVE-2020-13977/nist
https://cve.report/CVE-2020-13977/cve_org
https://cve.report/api/cve/CVE-2020-13977.json
https://cve.report/CVE-2020-13977.pdf
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/nagios
http://cve.report/software/nagios/nagios
http://cve.report/vendor/nagios
http://cve.report/software/nagios/nagios
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/5P6NHNG2SJAM6DXVTXQH3AOJ4WQVKJUE/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/JUEIABR4Y6L5J5MZDFWU46ZWXMJO64U3/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/H7T6MSDWMBJEVVFSOK7DOYJJWDAFQCEQ/
https://www.nagios.org/projects/nagios-core/history/4x/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/JUEIABR4Y6L5J5MZDFWU46ZWXMJO64U3/
https://github.com/sawolf/nagioscore/tree/url-injection-fix
https://anhtai.me/nagios-core-4-4-5-url-injection/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/H7T6MSDWMBJEVVFSOK7DOYJJWDAFQCEQ/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/5P6NHNG2SJAM6DXVTXQH3AOJ4WQVKJUE/
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No vendor comments have been submitted for this CVE.

| Legacy QID Mappings

281558 Fedora Security Update for nagios (FEDORA-2021-01a2f76cc3)
281578 Fedora Security Update for nagios (FEDORA-2021-b5e897a2¢e5)

281579 Fedora Security Update for nagios (FEDORA-2021-5689072a7¢e)

750217 OpenSUSE Security Update for nagios (openSUSE-SU-2021:0715-1)
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