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Source Priority CVE Program / NVD first with legacy fallback

Published 2020-06-29 18:15:00 UTC
Updated 2023-11-07 03:17:00 UTC
Description PuTTY 0.68 through 0.73 has an Observable Discrepancy leading to an information leak in the algorithm negotiation. This ¢
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Risk And Classification

Problem Types: CWE-203

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 31 All All All

Operating System Fedoraproject Fedora 32 All All All
Application Netapp Oncommand Unified Manager Core Package - All All All
Application Putty Putty All All All All
Reference Source Link T
[SECURITY] Fedora 32 Update: putty-0.74-1.fc32 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
[SECURITY] Fedora 31 Update: putty-0.74-1.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
CVE-2020-14002 PuTTY Vulnerability in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com
www.chiark.greenend.org.uk/~sgtatham/putty/changes.htmi MISC www.chiark.greenend.org.uk F
[SECURITY] Fedora 32 Update: putty-0.74-1.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Detail en : FZI Forschungszentrum Informatik MISC www.fzi.de T
[SECURITY] Fedora 31 Update: putty-0.74-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

The PuTTY-announce Archives MISC lists.tartarus.org T
CVE Program record CVE.ORG www.cve.org c
NVD vulnerability detail NVD nvd.nist.gov c
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https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/JPV4A77EDCT4BTFO5BE26ZH72BG4E5IJ/
https://security.netapp.com/advisory/ntap-20200717-0003/
https://www.chiark.greenend.org.uk/~sgtatham/putty/changes.html
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/26TACCSQYYCPWAJYNAUIXJGZ5RGORJZV/
https://www.fzi.de/en/news/news/detail-en/artikel/fsa-2020-2-ausnutzung-eines-informationslecks-fuer-gezielte-mitm-angriffe-auf-ssh-clients/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/JPV4A77EDCT4BTFO5BE26ZH72BG4E5IJ/
https://lists.tartarus.org/pipermail/putty-announce/
https://www.cve.org/CVERecord?id=CVE-2020-14002
https://nvd.nist.gov/vuln/detail/CVE-2020-14002
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings |

375441 Putty Multiple Security Vulnerabilities
500554 Alpine Linux Security Update for putty

504324 Alpine Linux Security Update for putty

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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