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CVE CVE-2020-14058
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-06-30 19:15:00 UTC
Updated 2023-11-07 03:17:00 UTC
Description An issue was discovered in Squid before 4.12 and 5.x before 5.0.3. Due to use of a potentially dangerous function, Squid a
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 31 All All All

Application Netapp Cloud Manager - All All All

Application Squid-cache Squid All All All All

Application Squid-cache Squid All All All All

Application Squid-cache Squid All All All All

Reference Source Link Tags
www.squid-cache.org/Versions/v5/changesets/squid-5-c6d1a4f6a2cbebceebc8a3fcd8f539... MISC www.squid-cache.org Patch,\
[SECURITY] Fedora 31 Update: squid-4.12-1.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
www.squid-cache.org/Advisories/SQUID-2020_6.txt CONFIRM  www.squid-cache.org Vendor
June 2020 Squid Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com
www.squid-cache.org/Versions/v4/changesets/squid-4-93f5fda134a2a010b84ffedbe833d6... MISC www.squid-cache.org Patch,\
[SECURITY] Fedora 31 Update: squid-4.12-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org canonic
NVD vulnerability detail NVD nvd.nist.gov canonic
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https://cve.report/
https://cve.report/CVE-2020-14058/mitre
https://cve.report/CVE-2020-14058/nist
https://cve.report/CVE-2020-14058/cve_org
https://cve.report/CVE-2020-14058.pdf
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/netapp
http://cve.report/software/netapp/cloud_manager
http://cve.report/vendor/squid-cache
http://cve.report/software/squid-cache/squid
http://cve.report/vendor/squid-cache
http://cve.report/software/squid-cache/squid
http://cve.report/vendor/squid-cache
http://cve.report/software/squid-cache/squid
http://www.squid-cache.org/Versions/v5/changesets/squid-5-c6d1a4f6a2cbebceebc8a3fcd8f539ceb7b7f723.patch
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/3RG5FGSTCAYVIJPJHIY3MRZ7NFT6HDO7/
http://www.squid-cache.org/Advisories/SQUID-2020_6.txt
https://security.netapp.com/advisory/ntap-20210312-0001/
http://www.squid-cache.org/Versions/v4/changesets/squid-4-93f5fda134a2a010b84ffedbe833d670e63ba4be.patch
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/3RG5FGSTCAYVIJPJHIY3MRZ7NFT6HDO7/
https://www.cve.org/CVERecord?id=CVE-2020-14058
https://nvd.nist.gov/vuln/detail/CVE-2020-14058

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159658 Oracle Enterprise Linux Security Update for squid:4 (ELSA-2020-4743)
355331 Amazon Linux Security Advisory for squid : ALAS2-2023-2063

355343 Amazon Linux Security Advisory for squid : ALAS-2023-1754

377360 Alibaba Cloud Linux Security Update for squid:4 (ALINUX3-SA-2022:0124)
670223 EulerOS Security Update for squid (EulerOS-SA-2021-1852)

670675 EulerOS Security Update for squid (EulerOS-SA-2021-2433)

670916 EulerOS Security Update for squid (EulerOS-SA-2021-2433)

940034 AlmaLinux Security Update for squid:4 (ALSA-2020:4743)

960867 Rocky Linux Security Update for squid:4 (RLSA-2020:4743)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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