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Source Priority CVE Program / NVD first with legacy fallback
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Updated 2023-11-07 03:17:00 UTC
Description FasterXML jackson-databind 2.x before 2.9.10.5 mishandles the interaction between serialization gadgets and typing, relate
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Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System  Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Application Fasterxml Jackson-databind All All All All
Application Fasterxml Jackson-databind All All All All
Application Netapp Active Ig Unified Manager All All All All
Application Netapp Active Ig Unified Manager All All All All
Application Netapp Active Ig Unified Manager All All All All
Application Netapp Active Ig Unified Manager All All All All
Application Netapp Active Ig Unified Manager All All All All
Application Netapp Active Ig Unified Manager All All All All
Application Netapp Steelstore Cloud Integrated Storage - All All All
Application Netapp Steelstore Cloud Integrated Storage - All All All
Application Oracle Agile PIm 9.3.6 All All All
Application Oracle Agile PIm 9.3.6 All All All
Application Oracle Banking Digital Experience 18.1 All All All
Application Oracle Banking Digital Experience 18.2 All All All
Application Oracle Banking Digital Experience 18.3 All All All
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Application Oracle Banking Digital Experience 19.1 All All All
Application Oracle Banking Digital Experience 19.2 All All All
Application Oracle Banking Digital Experience 20.1 All All All
Application Oracle Banking Digital Experience 18.1 All All All
Application Oracle Banking Digital Experience 18.2 All All All
Application Oracle Banking Digital Experience 18.3 All All All
Application Oracle Banking Digital Experience 19.1 All All All
Application Oracle Banking Digital Experience 19.2 All All All
Application Oracle Banking Digital Experience 20.1 All All All
Application Oracle Communications Calendar Server 8.0.0.4.0 All All All
Application Oracle Communications Calendar Server 8.0.0.4.0 Al All All
Application Oracle Communications Contacts Server 8.0.0.5.0 Al All All
Application Oracle Communications Contacts Server 8.0.0.5.0 Al All All
Application Oracle Communications Diameter Signaling Router All All All All
Application Oracle Communications Element Manager All All All All
Application Oracle Communications Evolved Communications Application Server 7.1 All All All
Application Oracle Communications Evolved Communications Application Server 7.1 All All All
Application Oracle Communications Session Report Manager All All All All
Application Oracle Communications Session Route Manager All All All All
Reference Source Link

On Jackson CVEs: Don’t Panic — Here is what you need to know | by @cowtowncoder | Medium medium.com
June 2020 FasterXML jackson-databind Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM  security.netapp.c
Oracle Critical Patch Update Advisory - October 2020 MISC www.oracle.com
[SECURITY] [DLA 2270-1] jackson-databind security update MLIST lists.debian.org
Oracle Critical Patch Update Advisory - July 2021 N/A www.oracle.com
Oracle Critical Patch Update Advisory - October 2021 MISC www.oracle.com
Block one more gadget type (jaxp-ri, CVE-2020-14062) - Issue #2704 - FasterXML/jackson-databind - GitHub ~ MISC github.com

On Jackson CVEs: Don’t Panic — Here is what you need to know | by @cowtowncoder | Medium MISC medium.com
Oracle Critical Patch Update Advisory - April 2021 MISC www.oracle.com
Oracle Critical Patch Update Advisory - January 2021 MISC www.oracle.com
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings |

238742 Red Hat Update for Satellite 6.8 release (RHSA-2020:4366)
375626 IBM Cognos Analytics Multiple Vulnerabilities (6451705)
690490 Free Berkeley Software Distribution (FreeBSD) Security Update for puppetdb (10e3ed8a-db7f-11ea-8bdf-643150d3111d)

980318 Java (maven) Security Update for com.fasterxml.jackson.core:jackson-databind (GHSA-c265-37vj-cwcc)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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