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Summary

CVE CVE-2020-14073

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-06-23 20:15:00 UTC

Updated 2023-01-27 20:30:00 UTC

Description XSS exists in PRTG Network Monitor 20.1.56.1574 via crafted map properties. An attacker with Read/Write privileges can create a map, and then use the Map Designer Properties screen to insert JavaScript code. This can be exploited against any user with View Maps or Edit Maps access.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Paessler Prtg Network Monitor 20.1.56.1574 All All All

Application Paessler Prtg Network Monitor 20.1.56.1574 All All All

References

Reference Source Link

What's the open vulnerability report CVE-2020-14073 that my security tracker informed me about? | Paessler Knowledge Base MISC kb.paessler.com

PRTG Network Monitor - 20.1.56.1574 X64 - Stored XSS · GitHub MISC gist.github.com

PRTG Network Monitor - Version History MISC www.paessler.com

PRTG Network Monitor 20.4.63.1412 Cross Site Scripting ≈ Packet Storm MISC packetstormsecurity.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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