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Summary

CVE CVE-2020-14144

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-10-16 14:15:00 UTC

Updated 2023-11-07 03:17:00 UTC

Description ** DISPUTED ** The git hook feature in Gitea 1.1.0 through 1.12.5 might allow for authenticated remote code execution in customer environments where the documentation was not understood (e.g., one viewpoint is that the dangerousness of this feature should be documented immediately above the ENABLE_GIT_HOOKS line in the config file). NOTE: The vendor has indicated this is not a vulnerability and states "This is a functionality of the software that is limited to a very limited subset of accounts. If you give someone the privilege to execute arbitrary code on your server, they can execute arbitrary code on your server. We provide very clear warnings to users around this functionality and what it provides."

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gitea Gitea All All All All

References

Reference Source Link

Releases · go-gitea/gitea · GitHub MISC github.com

GitHub - PandatiX/CVE-2021-28378 MISC github.com

Gitea Git Hooks Remote Code Execution ≈ Packet Storm MISC packetstormsecurity.com

Mitigate Security vulnerability in the git hook feature by Niklas974 · Pull Request #13058 · go-gitea/gitea · GitHub MISC github.com

Creating a pre-receive hook script - GitHub Docs MISC docs.github.com

Server hooks | GitLab MISC docs.gitlab.com

GitHub - pandatix/CVE-2021-28378 MISC github.com

Creating a pre-receive hook script - GitHub Docs docs.github.com

Detail en : FZI Forschungszentrum Informatik MISC www.fzi.de

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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