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State PUBLIC
Assigner cve@mitre.org

/ ]

Risk And Classification

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-10-16 14:15:00 UTC
Updated 2023-11-07 03:17:00 UTC
Description ** DISPUTED ** The git hook feature in Gitea 1.1.0 through 1.12.5 might allow for authenticated remote code execution in ¢

1|

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product

Application Gitea Gitea

Version Update

All All

Edition Language

All All

References

Reference
Releases - go-gitea/gitea - GitHub
GitHub - PandatiX/CVE-2021-28378

Gitea Git Hooks Remote Code Execution = Packet Storm

Creating a pre-receive hook script - GitHub Docs
Server hooks | GitLab

GitHub - pandatix/CVE-2021-28378

Creating a pre-receive hook script - GitHub Docs
Detail en : FZI Forschungszentrum Informatik
CVE Program record

NVD vulnerability detail

/

No vendor comments have been submitted for this CVE.

Source

MISC

MISC

MISC

Mitigate Security vulnerability in the git hook feature by Niklas974 - Pull Request #13058 - go-gitea/gitea - GitHub ~ MISC

MISC

MISC

MISC

MISC

CVE.ORG

NVD

Link
github.com
github.com
packetstorms
github.com
docs.github.c
docs.gitlab.c
github.com
docs.github.c
www.fzi.de
www.cve.org

nvd.nist.gov
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https://cve.report/
https://cve.report/CVE-2020-14144/mitre
https://cve.report/CVE-2020-14144/nist
https://cve.report/CVE-2020-14144/cve_org
https://cve.report/CVE-2020-14144.pdf
http://cve.report/vendor/gitea
http://cve.report/software/gitea/gitea
https://github.com/go-gitea/gitea/releases
https://github.com/PandatiX/CVE-2021-28378
http://packetstormsecurity.com/files/162122/Gitea-Git-Hooks-Remote-Code-Execution.html
https://github.com/go-gitea/gitea/pull/13058
https://docs.github.com/en/enterprise-server@2.19/admin/policies/creating-a-pre-receive-hook-script
https://docs.gitlab.com/ee/administration/server_hooks.html
https://github.com/PandatiX/CVE-2021-28378#notes
https://docs.github.com/en/enterprise-server%25402.19/admin/policies/creating-a-pre-receive-hook-script
https://www.fzi.de/en/news/news/detail-en/artikel/fsa-2020-3-schwachstelle-in-gitea-1125-und-gogs-0122-ermoeglicht-ausfuehrung-von-code-nach-authent/
https://www.cve.org/CVERecord?id=CVE-2020-14144
https://nvd.nist.gov/vuln/detail/CVE-2020-14144

There are currently no legacy QID mappings associated with this CVE.
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