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Summary

CVE CVE-2020-14149

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-06-15 18:15:00 UTC

Updated 2020-06-25 18:15:00 UTC

Description In uftpd before 2.12, handle_CWD in ftpcmd.c mishandled the path provided by the user, causing a NULL pointer dereference and denial of service, as demonstrated by a CWD /.. command.

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Troglobit Uftpd All All All All

Application Troglobit Uftpd All All All All

References

Reference Source Link

[security-announce] openSUSE-SU-2020:0865-1: moderate: Security update f SUSE lists.opensuse.org

Release uftpd v2.12 · troglobit/uftpd · GitHub MISC github.com

Null Pointer Dereference / Crash · Issue #30 · troglobit/uftpd · GitHub MISC github.com

726308 – (CVE-2020-14149) <net-ftp/uftpd-2.12: Invalid directory with CWD allows denial of service (CVE-2020-14149) MISC bugs.gentoo.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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