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Summary

CVE CVE-2020-14152

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-06-15 17:15:00 UTC

Updated 2023-02-27 18:17:00 UTC

Description In IJG JPEG (aka libjpeg) before 9d, jpeg_mem_available() in jmemnobs.c in djpeg does not honor the max_memory_to_use setting, possibly causing excessive memory consumption.

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 9.0 All All All

Application Ijg Libjpeg All All All All

Application Ijg Libjpeg All All All All

References

Reference

[SECURITY] [DLA 2302-1] libjpeg-turbo security update

www.ijg.org/files/jpegsrc.v9d.tar.gz

727908 – (CVE-2020-14151, CVE-2020-14152, CVE-2020-14153) <media-libs/jpeg-9d: Multiple vulnerabilities (CVE-2020-{14151,14152,14153})

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

670638 EulerOS Security Update for libjpeg-turbo (EulerOS-SA-2021-2396)
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