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Summary

CVE CVE-2020-14157

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-06-17 20:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description The wireless-communication feature of the ABUS Secvest FUBE50001 device does not encrypt sensitive data such as PIN codes or IDs of used proximity chip keys (RFID tokens). This makes it easier for an attacker to disarm the wireless alarm system.

Risk And Classification

Problem Types: CWE-319

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Abus Secvest Wireless Control Fube50001 - All All All

Hardware Abus Secvest Wireless Control Fube50001 - All All All

Operating System Abus Secvest Wireless Control Fube50001 Firmware - All All All

Operating System Abus Secvest Wireless Control Fube50001 Firmware - All All All

References

Reference

www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2020-014.txt

ABUS Secvest Sniffing Attack Against Wireless Control Device FUBE50001 - YouTube

ABUS Secvest Wireless Control Device Missing Encryption ≈ Packet Storm

Full Disclosure: [SYSS_2020-014]: ABUS Secvest Wireless Control Device (FUBE50001) - Missing Encryption of Sensitive Data (CWE-311) (CVE-2020-14157)

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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