
CVE-2020-14204
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2020-14204

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-06-22 13:15:00 UTC

Updated 2020-06-26 18:26:00 UTC

Description In WebFOCUS Business Intelligence 8.0 (SP6), the administration portal allows remote attackers to read arbitrary local files or forge server-side HTTP requests via a crafted HTTP request to /ibi_apps/WFServlet.cfg because XML external entity injection is possible. This is related to making changes to the application repository configuration.

Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibi Webfocus Business Intelligence 8.0 sp6 All All

Application Ibi Webfocus Business Intelligence 8.0 sp6 All All

References

Reference Source Link Tags

Hooper Labs - Adversarial Techniques and Research MISC www.hooperlabs.xyz Technical Description, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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