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Summary

CVE CVE-2020-14268

State PUBLIC

Assigner psirt@hcl.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-12-14 16:15:00 UTC

Updated 2020-12-15 19:47:00 UTC

Description A vulnerability in the MIME message handling of the Notes client (versions 9 and 10) could potentially be exploited by an unauthenticated attacker resulting in a stack buffer overflow. This could allow a remote attacker to crash the client or inject code into the system which would execute with the privileges of the client.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hcltech Notes All All All All

Application Hcltech Notes 10.0.1 - All All

Application Hcltech Notes 10.0.1 fp1 All All

Application Hcltech Notes 10.0.1 fp2 All All

Application Hcltech Notes 10.0.1 fp3 All All

Application Hcltech Notes 9.0.1 - All All

Application Hcltech Notes 9.0.1 fp10 All All

Application Hcltech Notes 9.0.1 fp10if1 All All

Application Hcltech Notes 9.0.1 fp10if2 All All

Application Hcltech Notes 9.0.1 fp10if3 All All

Application Hcltech Notes 9.0.1 fp10if4 All All

Application Hcltech Notes 9.0.1 fp10if5 All All

Application Hcltech Notes 9.0.1 fp10if6 All All

Application Hcltech Notes 9.0.1 fp10if7 All All

Application Hcltech Notes 9.0.1 fp1if1 All All

Application Hcltech Notes 9.0.1 fp1if2 All All

Application Hcltech Notes 9.0.1 fp2if1 All All
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Application Hcltech Notes 9.0.1 fp2if1 All All

Application Hcltech Notes 9.0.1 fp2if2 All All

Application Hcltech Notes 9.0.1 fp2if3 All All

Application Hcltech Notes 9.0.1 fp2if4 All All

Application Hcltech Notes 9.0.1 fp3if1 All All

Application Hcltech Notes 9.0.1 fp3if2 All All

Application Hcltech Notes 9.0.1 fp3if3 All All

Application Hcltech Notes 9.0.1 fp3if4 All All

Application Hcltech Notes 9.0.1 fp4if1 All All

Application Hcltech Notes 9.0.1 fp4if2 All All

Application Hcltech Notes 9.0.1 fp5if1 All All

Application Hcltech Notes 9.0.1 fp5if2 All All

Application Hcltech Notes 9.0.1 fp5if3 All All

Application Hcltech Notes 9.0.1 fp7if1 All All

Application Hcltech Notes 9.0.1 fp7if2 All All

Application Hcltech Notes 9.0.1 fp8if1 All All

Application Hcltech Notes 9.0.1 fp9if1 All All

Application Hcltech Notes 9.0.1 fp9if2 All All

Application Hcltech Notes All All All All

Application Hcltech Notes 10.0.1 - All All

Application Hcltech Notes 10.0.1 fp1 All All

Application Hcltech Notes 10.0.1 fp2 All All

Application Hcltech Notes 10.0.1 fp3 All All

Application Hcltech Notes 9.0.1 - All All

Application Hcltech Notes 9.0.1 fp10 All All

Application Hcltech Notes 9.0.1 fp10if1 All All

Application Hcltech Notes 9.0.1 fp10if2 All All

Application Hcltech Notes 9.0.1 fp10if3 All All

Application Hcltech Notes 9.0.1 fp10if4 All All

Application Hcltech Notes 9.0.1 fp10if5 All All

Application Hcltech Notes 9.0.1 fp10if6 All All

Application Hcltech Notes 9.0.1 fp10if7 All All

Application Hcltech Notes 9.0.1 fp1if1 All All

Application Hcltech Notes 9.0.1 fp1if2 All All

Application Hcltech Notes 9.0.1 fp2if1 All All

Application Hcltech Notes 9.0.1 fp2if2 All All
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Application Hcltech Notes 9.0.1 fp2if3 All All

Application Hcltech Notes 9.0.1 fp2if4 All All

Application Hcltech Notes 9.0.1 fp3if1 All All

Application Hcltech Notes 9.0.1 fp3if2 All All

Application Hcltech Notes 9.0.1 fp3if3 All All

Application Hcltech Notes 9.0.1 fp3if4 All All

Application Hcltech Notes 9.0.1 fp4if1 All All

Application Hcltech Notes 9.0.1 fp4if2 All All

Application Hcltech Notes 9.0.1 fp5if1 All All

Application Hcltech Notes 9.0.1 fp5if2 All All

Application Hcltech Notes 9.0.1 fp5if3 All All

Application Hcltech Notes 9.0.1 fp7if1 All All

Application Hcltech Notes 9.0.1 fp7if2 All All

Application Hcltech Notes 9.0.1 fp8if1 All All

Application Hcltech Notes 9.0.1 fp9if1 All All

Application Hcltech Notes 9.0.1 fp9if2 All All

References

Reference Source Link Tags

%short_descr - Customer Support MISC support.hcltechsw.com Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report

http://cve.report/vendor/hcltech
http://cve.report/software/hcltech/notes
http://cve.report/vendor/hcltech
http://cve.report/software/hcltech/notes
http://cve.report/vendor/hcltech
http://cve.report/software/hcltech/notes
http://cve.report/vendor/hcltech
http://cve.report/software/hcltech/notes
http://cve.report/vendor/hcltech
http://cve.report/software/hcltech/notes
http://cve.report/vendor/hcltech
http://cve.report/software/hcltech/notes
http://cve.report/vendor/hcltech
http://cve.report/software/hcltech/notes
http://cve.report/vendor/hcltech
http://cve.report/software/hcltech/notes
http://cve.report/vendor/hcltech
http://cve.report/software/hcltech/notes
http://cve.report/vendor/hcltech
http://cve.report/software/hcltech/notes
http://cve.report/vendor/hcltech
http://cve.report/software/hcltech/notes
http://cve.report/vendor/hcltech
http://cve.report/software/hcltech/notes
http://cve.report/vendor/hcltech
http://cve.report/software/hcltech/notes
http://cve.report/vendor/hcltech
http://cve.report/software/hcltech/notes
http://cve.report/vendor/hcltech
http://cve.report/software/hcltech/notes
http://cve.report/vendor/hcltech
http://cve.report/software/hcltech/notes
https://support.hcltechsw.com/csm?id=kb_article&sysparm_article=KB0085762
https://www.cve.org/CVERecord?id=CVE-2020-14268
https://nvd.nist.gov/vuln/detail/CVE-2020-14268
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2020-14268
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


