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An information disclosure vulnerability was found in libvirt in versions before 6.3.0. HTTP cookies used to access network-b
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Risk And Classification

Problem Types: CWE-212

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Ed
Netapp Ontap Select Deploy Administration Utility - All All
Redhat Codeready Linux Builder - All All
Redhat Enterprise Linux 8.0 All All
Redhat  Enterprise Linux 8.0 All All
Redhat Enterprise Linux 8.0 All All
Redhat Enterprise Linux 8.2.1 All All
Redhat  Enterprise Linux Eus 8.4 All All
Redhat Enterprise Linux Eus 8.4 All All
Redhat Enterprise Linux For Ibm Z Systems 8.0 All All
Redhat Enterprise Linux For Ibm Z Systems 8.0 All All
Redhat Enterprise Linux For Ibm Z Systems Eus 8.4 All All
Redhat Enterprise Linux For Ibm Z Systems Eus 8.4 All All
Redhat Enterprise Linux For Power Little Endian 8.0 All All
Redhat  Enterprise Linux For Power Little Endian 8.0 All All
Redhat  Enterprise Linux For Power Little Endian Eus 8.4 All All
Redhat  Enterprise Linux For Power Little Endian Eus 8.4 All All
Redhat  Enterprise Linux Server Aus 8.4 All All
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Operating System Redhat Enterprise Linux Server For Power Little Endian Update Services For Sap Solutions 8.4 All All
Operating System Redhat Enterprise Linux Server Update Services For Sap Solutions 8.4 All All
Operating System Redhat Enterprise Linux Tus 8.4 All All
Application Redhat Libvirt All All All
{ Bl
Reference Source Link

1848640 — (CVE-2020-14301) CVE-2020-14301 libvirt: leak of sensitive cookie information via dumpxml  MISC bugzilla.redhat.com
CVE-2020-14301 Libvirt Vulnerability in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159669 Oracle Enterprise Linux Security Update for virt:ol and virt-devel:rhel (ELSA-2020-4676)
377413 Alibaba Cloud Linux Security Update for virt:rhel and virt-devel:rhel (ALINUX3-SA-2022:0119)
900035 CBL-Mariner Linux Security Update for libvirt 6.1.0

940165 AlmaLinux Security Update for virt:rhel and virt-devel:rhel (ALSA-2020:4676)

960273 Rocky Linux Security Update for virt:rhel and virt-devel:rhel (RLSA-2020:4676)
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