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Summary

CVE CVE-2020-14313

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-08-11 14:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description An information disclosure vulnerability was found in Red Hat Quay in versions before 3.3.1. This flaw allows an attacker who can create a build trigger in a repository, to disclose the names of robot accounts and the existence of private repositories within any namespace.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Quay All All All All

Application Redhat Quay All All All All

References

Reference

1853026 – (CVE-2020-14313) CVE-2020-14313 quay: build triggers can disclose robot account names and existence of private repos within namespaces

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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