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Summary

CVE CVE-2020-14340

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-02 13:15:00 UTC

Updated 2022-07-25 11:35:00 UTC

Description A vulnerability was discovered in XNIO where file descriptor leak caused by growing amounts of NIO Selector file handles between garbage collection cycles. It may allow the attacker to cause a denial of service. It affects XNIO versions 3.6.0.Beta1 through 3.8.1.Final.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oracle Communications Cloud Native Core Console 1.9.0 All All All

Application Oracle Communications Cloud Native Core Network Repository Function 1.14.0 All All All

Application Oracle Communications Cloud Native Core Policy 1.14.0 All All All

Application Oracle Communications Cloud Native Core Security Edge Protection Proxy 1.15.0 All All All

Application Oracle Communications Cloud Native Core Service Communication Proxy 1.14.0 All All All

Application Oracle Communications Cloud Native Core Unified Data Repository 1.14.0 All All All

Application Redhat Jboss Brms 5 All All All

Application Redhat Jboss Brms 6 All All All

Application Redhat Jboss Data Grid 6.0.0 All All All

Application Redhat Jboss Data Grid 7.0.0 All All All

Application Redhat Jboss Data Virtualization 6.0.0 - All All

Application Redhat Jboss Enterprise Application Platform 5.0.0 All All All

Application Redhat Jboss Enterprise Application Platform 6.0.0 All All All

Application Redhat Jboss Fuse 6.0.0 All All All

Application Redhat Jboss Fuse 7.0.0 All All All

Application Redhat Jboss Operations Network 3.0 All All All

Application Redhat Jboss Soa Platform 5 All All All
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Application Redhat Jboss Soa Platform 5 All All All

Application Redhat Xnio All All All All

Application Redhat Xnio 3.6.0 beta1 All All

Application Redhat Xnio 3.6.0 beta2 All All

References

Reference

Oracle Critical Patch Update Advisory - April 2022

1860218 – (CVE-2020-14340) CVE-2020-14340 xnio: file descriptor leak caused by growing amounts of NIO Selector file handles may lead to DoS

Oracle Critical Patch Update Advisory - January 2022

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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