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Summary

CVE CVE-2020-14366

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-11-09 17:15:00 UTC

Updated 2023-11-07 03:17:00 UTC

Description A vulnerability was found in keycloak, where path traversal using URL-encoded path segments in the request is possible because the resources endpoint applies a transformation of the url path to the file path. Only few specific folder hierarchies can be exposed by this flaw

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Keycloak All All All All

Application Redhat Keycloak All All All All

References

Reference Source Link Tags

1869764 – (CVE-2020-14366) CVE-2020-14366 keycloak: path traversal in resources CONFIRM bugzilla.redhat.com Issue Tracking, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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