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CVE Program / NVD first with legacy fallback

2020-06-17 16:15:00 UTC

2022-03-09 22:18:00 UTC

An issue was discovered in LibVNCServer before 0.9.13. libvncclient/rfbproto.c does not limit TextChat size.

Print: PDF %5
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Hardware Siemens Simatic 1tc1900 Pro - All All All

Operating System Siemens Simatic Itc1900 Pro Firmware All All All All

Hardware Siemens Simatic 1tc2200 - All All All

Operating System Siemens Simatic 1tc2200 Firmware All All All All

Hardware Siemens Simatic 1tc2200 Pro - All All All

Operating System Siemens Simatic 1tc2200 Pro Firmware All All All All

Reference Source Link Tags
Comparing LibVNCServer-0.9.12...LibVNCServer-0.9.13 - LibVNC/libvncserver - GitHub ~ MISC github.com Release N¢
USN-4434-1: LibVNCServer vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU  usn.ubuntu.com Third Party
[SECURITY] [DLA 2264-1] libvncserver security update MLIST lists.debian.org Mailing List
cert-portal.siemens.com/productcert/pdf/ssa-390195.pdf CONFIRM  cert-portal.siemens.com
libvncclient/rfbproto: limit max textchat size - LibVNC/libvncserver@8937203 - GitHub MISC github.com Patch, Thir
[SECURITY] [DLA 2347-1] libvncserver security update MLIST lists.debian.org

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical,
4

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159219 Oracle Enterprise Linux Security Update for libvncserver (ELSA-2021-1811)
239298 Red Hat Update for libvncserver (RHSA-2021:1811)

377567 Alibaba Cloud Linux Security Update for gnome (ALINUX3-SA-2022:0108)
501068 Alpine Linux Security Update for libvncserver

590668 Siemens SIMATIC ITC Multiple Vulnerabilities (ICSA-21-350-12)

940381 AlmaLinux Security Update for libvncserver (ALSA-2021:1811)

960345 Rocky Linux Security Update for libvncserver (RLSA-2021:1811)
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