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Summary

CVE CVE-2020-14415

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-08-27 16:15:00 UTC

Updated 2023-11-07 03:17:00 UTC

Description oss_write in audio/ossaudio.c in QEMU before 5.0.0 mishandles a buffer position.

Risk And Classification

Problem Types: CWE-369

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 20.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 20.04 All All All

Application Qemu Qemu All All All All

Application Qemu Qemu All All All All

References

Reference Source Link Tags

git.qemu.org Git - qemu.git/commit CONFIRM git.qemu.org Patch, Vendor Advisory

git.qemu.org Git - qemu.git/commit git.qemu.org

USN-4467-1: QEMU vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com Patch, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

502351 Alpine Linux Security Update for qemu

900187 CBL-Mariner Linux Security Update for qemu-kvm 4.2.0

903090 Common Base Linux Mariner (CBL-Mariner) Security Update for qemu-kvm (2019)
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