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CVE CVE-2020-14424

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-11-14 20:15:00 UTC

Updated 2021-11-16 18:49:00 UTC

Description Cacti before 1.2.18 allows remote attackers to trigger XSS via template import for the midwinter theme.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cacti Cacti All All All All

References

Reference

Lack of escaping on template import can lead to XSS exposure under 'midwinter' theme (CVE-2020-14424) by ddb4github - Pull Request #42¢
2001016 — (CVE-2020-14424) CVE-2020-14424 cacti: lack of escaping on template import can lead to XSS

CVE Program record

NVD vulnerability detail

/]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

282049 Fedora Security Update for cacti (FEDORA-2021-818ff2c12b)
282050 Fedora Security Update for cacti (FEDORA-2021-cfc1913b5f)
751044 OpenSUSE Security Update for cacti, cacti-spine (openSUSE-SU-2021:1190-1)

751045 OpenSUSE Security Update for cacti, cacti-spine (openSUSE-SU-2021:1190-1)
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