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Summary

CVE CVE-2020-14477

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-06-26 17:15:00 UTC

Updated 2020-07-15 16:15:00 UTC

Description In Philips Ultrasound ClearVue Versions 3.2 and prior, Ultrasound CX Versions 5.0.2 and prior, Ultrasound EPIQ/Affiniti Versions VM5.0 and prior, Ultrasound Sparq Version 3.0.2 and prior and Ultrasound Xperius all versions, an attacker may use an alternate path or channel that does not require authentication of the alternate service login to view or modify information.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Philips Affiniti 50 - All All All

Hardware Philips Affiniti 50 - All All All

Operating System Philips Affiniti 50 Firmware All All All All

Hardware Philips Affiniti 70 - All All All

Hardware Philips Affiniti 70 - All All All

Operating System Philips Affiniti 70 Firmware All All All All

Hardware Philips Clearvue 350 - All All All

Hardware Philips Clearvue 350 - All All All

Operating System Philips Clearvue 350 Firmware All All All All

Hardware Philips Clearvue 850 - All All All

Hardware Philips Clearvue 850 - All All All

Operating System Philips Clearvue 850 Firmware All All All All

Hardware Philips Cx50 - All All All

Hardware Philips Cx50 - All All All

Operating System Philips Cx50 Firmware 5.0.2 All All All

Operating System Philips Cx50 Firmware 5.0.2 All All All

Hardware Philips Epiq 7 - All All All
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Hardware Philips Epiq 7 - All All All

Hardware Philips Epiq 7 - All All All

Operating System Philips Epiq 7 Firmware All All All All

Hardware Philips Sparq - All All All

Hardware Philips Sparq - All All All

Operating System Philips Sparq Firmware All All All All

Hardware Philips Xperius - All All All

Hardware Philips Xperius - All All All

Operating System Philips Xperius Firmware All All All All

Operating System Philips Xperius Firmware All All All All

References

Reference Source Link Tags

Philips Ultrasound Systems | CISA MISC www.us-cert.gov Third Party Advisory, US Government Resource

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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