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CVE-2020-14488 - advisory for ICSMA-20-184-01 OpenClinic GA

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Openclinic Ga from Freemedsoftware contain the
following vulnerability:

OpenClinic GA 5.09.02 and 5.89.05b does not properly verify uploaded
files, which may allow a low-privilege user to upload and execute
arbitrary files on the system.

Vulnerability Patch/Work Around
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CVE-2020-14488 has been assigned by  ics-cert@hq.dhs.gov to track the vulnerability - currently rated as HIGH  severity.

Affected Vendor/Software:  open source - OpenClinic GA version = 5.09.02

Affected Vendor/Software:  open source - OpenClinic GA version = 5.89.05b

OpenClinic GA is aware of these vulnerabilities but has not provided any confirmation of their resolution. Please upgrade to the latest
version to ensure you have all current fixes.
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CVE References

Description Tags Link

OpenClinic GA | CISA Third Party Advisory

US Government Resource

us-cert.cisa.gov

text/html

 MISC us-cert.cisa.gov/ics/advisories/ICSMA-20-184-01

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Freemedsoftware Openclinic Ga 5.09.02 All All All

Application Freemedsoftware Openclinic Ga 5.89.05b All All All

Application Freemedsoftware Openclinic Ga 5.09.02 All All All

Application Freemedsoftware Openclinic Ga 5.89.05b All All All

Discovery Credit

Brian D. Hysell reported these vulnerabilities to CISA.
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