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Summary

CVE CVE-2020-14496

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-05-19 18:15:00 UTC

Updated 2022-06-07 21:15:00 UTC

Description Successful exploitation of this vulnerability for multiple Mitsubishi Electric Factory Automation Engineering Software Products of various versions could allow an attacker to escalate privilege and execute malicious programs, which could cause a denial-of-service condition, and allow information to be disclosed, tampered with, and/or destroyed.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mitsubishielectric Cpu Module Logging Configuration Tool All All All All

Application Mitsubishielectric Cw Configurator All All All All

Application Mitsubishielectric Data Transfer All All All All

Application Mitsubishielectric Em Configurator All All All All

Application Mitsubishielectric Ezsocket All All All All

Application Mitsubishielectric Fr Configurator2 All All All All

Application Mitsubishielectric Gt Designer3 All All All All

Application Mitsubishielectric Gt Softgot1000 All All All All

Application Mitsubishielectric Gt Softgot2000 All All All All

Application Mitsubishielectric Gx Logviewer All All All All

Application Mitsubishielectric Gx Works2 All All All All

Application Mitsubishielectric Gx Works3 All All All All

Application Mitsubishielectric Melfa-works All All All All

Application Mitsubishielectric Melsoft Fielddeviceconfigurator All All All All

Application Mitsubishielectric Melsoft Navigator All All All All

Application Mitsubishielectric Mh11 Settingtool Version2 All All All All

Application Mitsubishielectric Motorizer All All All All
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Application Mitsubishielectric Motorizer All All All All

Application Mitsubishielectric Mr Configurator2 All All All All

Application Mitsubishielectric Mt Works2 All All All All

Application Mitsubishielectric Mx Component All All All All

Application Mitsubishielectric M Commdtm-hart All All All All

Application Mitsubishielectric M Commdtm-io-link All All All All

Application Mitsubishielectric Network Interface Board Cc-link Ver.2 Utility All All All All

Application Mitsubishielectric Network Interface Board Cc Ie Control Utility All All All All

Application Mitsubishielectric Network Interface Board Cc Ie Field Utility All All All All

Application Mitsubishielectric Network Interface Board Mneth Utility All All All All

Application Mitsubishielectric Px Developer All All All All

Application Mitsubishielectric Rt Toolbox2 All All All All

Application Mitsubishielectric Rt Toolbox3 All All All All

References

Reference Source Link Tags

Mitsubishi Electric Multiple Factory Automation Engineering Software Products (Update A) | CISA MISC www.cisa.gov

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report

591267 Mitsubishi Electric Factory Automation Engineering Products (Update D) Multiple Vulnerabilities (ICSA-20-212-04)

http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/mr_configurator2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/mt_works2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/mx_component
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/m_commdtm-hart
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/m_commdtm-io-link
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/network_interface_board_cc-link_ver.2_utility
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/network_interface_board_cc_ie_control_utility
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/network_interface_board_cc_ie_field_utility
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/network_interface_board_mneth_utility
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/px_developer
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/rt_toolbox2
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/rt_toolbox3
https://www.cisa.gov/uscert/ics/advisories/icsa-20-212-02
https://www.cve.org/CVERecord?id=CVE-2020-14496
https://nvd.nist.gov/vuln/detail/CVE-2020-14496
http://cve.report/qid/591267
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2020-14496
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


